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• Transportation systems are ubiquitous 
and poorly secured 

• Cabinets and other street side  
infrastructure is widely dispersed and 
poorly monitored  

• Communications protocols are dated, 
insecure, and well documented 

• Traffic networks are often flat with little 
or no segmentation 

• Culturally our industry has avoided, 
rather than embraced security 

Transportation networks 

are vulnerable

Transportation is one of the 
16 critical infrastructure sectors 

designated by 
DHS and CISA

This Photo by Unknown Author is licensed under CC BY-ND

http://journalistsresource.org/studies/government/criminal-justice/racial-profiling-red-light-cameras
https://creativecommons.org/licenses/by-nd/3.0/
https://creativecommons.org/licenses/by-nd/3.0/
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Transportation systems sector
One of 16 critical infrastructures

• Aviation

• Highway and motor carrier

• Maritime transportation system

• Mass transit and passenger rail

• Pipeline systems

• Freight rail

• Postal and shipping



Threat Actors

• Script Kiddies

• Insider Threats

• Organized Cybercrime Groups 

• Hacktivists 

• Hostile Nation-State Actors 

• Cyber Terrorists



Scenario One:

Joey is a high school student and script 
kiddie hears about how easy it is to hack 
dynamic message signs

He decides to give it a try…



Scenario One:

He googles it:

www.qwertasdfgzxcvbyuiophjklnm.com 

www.yuiophjklnmqwertasdfgzxcvb.com 

www.qwertasdfgzxcvbyuiophjklnm.com 

abcd’s



Scenario One:

He takes that to Shodan:

xxx.xxx.xxx  

ABC MFG

ABC MFG



Scenario One:

Add a dash of free AI:



Scenario One:

And a couple prompts later:



https://fox5sandiego.com/news/local-news/encinitas-hacked-road-signs/



Mitigations:

1. Better network hygiene
2. Move towards better, encrypted and 

authenticated, protocols 
3. Don’t use from default 

passwords/community strings



Scenario Two:

Bruce is a signal tech has had it up to here 
with the management at the City, and in 
fact Cities all together. 

He quits his job to move off grid…



Scenario Two:

But as a trained electrician, he’s not living 
with out power. So, he goes shopping…

Angle Grinder 

$60

$20

Safety Vest

$150 

White Truck 
for a Day

Aluminum 
Ladder

$140



Scenario Two:

Steeling you way to energy independence?

Priceless!



https://www.koin.com/news/portland/odot-out-200k-after-copper-stolen-from-lights-on-i-84-near-exit-7/



Mitigations:

• Intrusion Detection
• Door Open Switches 
• Light/Temp Sensors

• Active Monitoring 
• Security Training 

• See something, Say something

• Better Locks



Scenario Three:

Michael, Fredo, and Vito are running a 
successful and well organized (criminal) 
organization. 

They aim to hit their annual EBITDA target 
by any means necessary…



Scenario Three:

So, they make an investment…

…and they pay a disgruntled 
contractor for VPN and Service 
Account credentials.



Scenario Three:

With convenient access and a 
satisfied teaming partner they 
spend weeks delivering their 
project…



Scenario Three:

Billing Milestone Two: Selling the 
data they stole to another 
organization

Billing Milestone One: Encrypting 
your system



Fox 4 News https://youtu.be/Rrz_aFoOZyk?si=Y3NapeamMiogfHK8
https://www.kshb.com/news/local-news/transportation/kc-scout-website-traffic-
cameras-restored-months-after-cyberattack

https://youtu.be/Rrz_aFoOZyk?si=Y3NapeamMiogfHK8


Mitigations:

• Compliance Frameworks like SOC2 or NIST
• Zero Trust Models
• Eliminate long-lived credentials
• Profile use to detect stolen accounts

• Odd login times
• New IP addresses 
• Impossible travel schedules 
• Service accounts that are logging in like a user



Scenario Four:

The Vegan’s International League on 
Ecology (V.I.L.E.) is a hacktivism 
group looking to make a statement… 

The pick a target the simultaneously 
epitomizes the industrial meat 
industry and the petrochemical 
depended transportation system… 



Scenario Four:

That’s right, they plan to attack the 
Oscar Meyer Weiner Mobile. 



Scenario Four:

That’s right, they plan to attack the 
Oscar Meyer Weiner Mobile… 

And this time they are planning 
direct action. 



Scenario Four:

This is a radar sensor 
it has an effective 
range of 75 meters 
and 16 detection 
zones

This is a claymore mine 
it has an effective range 
or 50 meters and 700 
steel ball bearings  



Scenario Four:

With a little modeling clay and spray 
paint they make a clandestine 
device

Wearing a yellow safety vest, they 
hid it in plane sight on a signal mast 
arm



Scenario Four:

They wire it to an unused output on 
a 2070 C11 pin on the traffic 
controller

And while they are there, they 
compromise the PTZ camera



Scenario Four:

And when they know the 
target is in the area

They monitor and wait for the 
moment to trigger an output 
remotely





Mitigations:

• Cabinet Intrusion Detection
• Door Open Switches 
• Light/Temp Sensors

• Active Monitoring 
• Positive maintenance verification 

• Security Training 
• See something, Say something

• Better Locks



Scenario Five: 

The Peoples Republic of Omelas has 
created a team of hacker dedicated to 
creating Advanced Persistent Threats 
(APT) in US transportation networks 
 



Scenario Five: 

They infiltrate an agency’s network using 
a stolen agency VPN account.

They find access to network of PTZ 
camera across a major metropolitan city…



Scenario Five: 

And then they dig in… 

And wait… 

And wait… 

And wait… 



Scenario Five: 

They are still waiting today for the 
moment to use the traffic camera to 
support a physical attack at a future date.



https://www.pbs.org/newshour/world/iran-built-a-vast-
camera-network-to-control-dissent-israel-used-it-to-track-
targets-ap-sources-say



Mitigations:

• Good network hygiene
• Well segmented networks
• Intrusion Detection System to profile 

normal traffic and identify anomalies
• Anonymizing or masking non-relevant 

video data 



Scenario Six: 

Grans Huber wants to cause havoc at the 
City of Nakatomi while they host a major 
sporting event

Using publicly available information and 
some social engineering, staff are identified 
and profiles for home addresses, social 
media accounts, cell phone numbers, etc. 

 



Scenario Six: 

With these details he sim-jacks an account 
to steal a phone number used for text 
message 2FA…

Basically, he called the phone 
company’s support line with enough 
data to activate a new phone



Scenario Six: 

From this foothold he works to escalate 
his privileges and identify additional 
vulnerabilities in the system. 

The attacker creates a replacement DLL 
file. The replacement operates exactly as 
the current DLL does but send random 
NTCIP time set commands to devices. 



Scenario Six: 

Once the attack is noticed by agency staff 
and a response is mounted, a ransomware 
payload is executed, and a financial 
demand is made.

Who said 
we are 
terrorists? 



https://www.wired.com/story/untold-story-2018-
olympics-destroyer-cyberattack/



Mitigations:

• Employee training on phishing and 
social engineering 

• Social media information discipline
• Avoid SMS based 2FA
• Software Bills of Materials (BOMs)



Closing Thoughts

It’s impressive until you know 
the trick…

And once you know the trick, it’s 
usually simple and ugly.

But, unlike magic, we need to 
talk about the tricks!

Hacking is like magic…
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